Abstract. The Legendre symbol has been used to construct sequences with ideal cross-correlation, but it was never used in the arithmetic cross-correlation. In this paper, a new class of generalized Legendre sequences are described and analyzed with respect to their period, distributional, arithmetic cross-correlation and distinctness properties. This analysis gives a new approach to study the connection between the Legendre symbol and the arithmetic cross-correlation. In the end of this paper, possible application of these sequences with optimal arithmetic cross-correlation is indicated.
out-of-phase correlation values, so there are many results on the research of the binary sequences with optical correlation. The usual cross-correlation can be thought as the number of ones minus the number of zeros in one period of the sequence formed by adding the two sequences bit by bit modulo 2. However, for many classes of sequences, the usual notion of cross-correlation of two binary sequences is quite difficult to evaluate. Furthermore, there are fundamental limits on the sizes of families of sequences with optimal cross-correlation properties. Related to the correlation, Mandelbaum [10] investigated a notion of itself with carry (arithmetic auto-correlation) rather than bit by bit modulo 2. Mark Goresky and Andrew Klapper extended the notion of arithmetic auto-correlation to the arithmetic cross-correlation of two sequences and gave the concept of arithmetic Walsh transform [1, 3] . Moreover, they found that the arithmetic cross-correlation does not suffer from some of the constraints on families of sequences with good classical correlation.
In resent years, the arithmetic cross-correlation property of some balanced binary sequences with some special distribution has been studied. The Legendre sequence plays an important role in the research of the ordinary cross-correlation and has some important properties such as balanced and special distinct distribution, but there is no known analysis of Legendre symbol sequence in arithmetic cross-correlation.
In this paper, we introduce a new class of sequences constructed by the Legendre symbol over finite ring Z/(p e ) with optimal arithmetic cross-correlation, which we call the generalized Legendre sequences (GLS). We make the construction based on the primitive sequences over finite ring Z/(p e ), and it turns out that the GLS over the Galois ring extends the size of the family and show the optimal arithmetic cross-correlation property enjoyed by the longest sequences generated by FCSR (that is l-sequences). Furthermore, we give a new approach to construct the sequences with optimal arithmetic cross-correlation. In the study of GLS, we have been unable to use the 2-adic approach to obtain the main results, hence these results (Thms. 3.3, and 3.13) have been proven with the use of the Galois ring.
It is well known that the d-folds of the l-sequences, which can be regarded as the primitive sequences of order 1 over Galois ring Z/(p e ) modulo 2, construct a family with optimal arithmetic cross-correlation [1] . However, a flaw of the l-sequences is the low 2-adic complexity which measures how large a feedback carry sequence generator is required to output a sequence. The GLS have large period and the size of the family is large enough to ensure the complexity of capacity. Experiments show that these sequences have merit when compared with the l-sequences, as their 2-adic complexity is approximately half their periods. It remains an open problem to prove this result.
This paper is organized as follows: In Section 2, we recall the notion of arithmetic cross-correlation and give some important properties of the primitive sequences over the Galois ring Z/(p e ). In Section 3, we give the main results of this paper: first, we introduce the GLS and discuss their period and distribution property.
Next, we prove the optimal arithmetic cross-correlation property of the GLS. Finally, we make use of Galois ring mathematical toolkit to discuss the distinctness of the sequences in a subset of this family which reflect the distinctness property of the Legendre symbol sequences, and we give a simple ID-based remote mutual authentication in a multiuser environment by using the arithmetic cross-correlation. In Section 4, we conclude this paper and point out some unfinished problems.
Throughout this article, for any positive integers a and n, the sign a(mod n) refers to the minimal non-negative residue of a modulo n. The sequence s d = {s d (t)} t≥0 is said to be a d-fold decimation of s = {s(t)} t≥0 , if for every t, we have s d (t) = s(dt). We denote as the multiplication between vectors A = (a 1 , a 2 , . . . , a n ) and 
e is called a linear recurring sequence over Z/(p e ) generated by f (x). The sequence a is called a primitive sequence of order n if a is generated by a primitive polynomial f (x) and a = 0(modp). The primitive sequence a has the least period p e−1 (p n − 1). Particularly, the primitive sequences over Z/(p e ) have the following propositions.
Proposition 2.1 [5] . Let sequence a = {a(t)} t≥0 be a primitive sequence of order n over Z/(p e ), then
Proposition 2.2 [5] . Let sequence a = {a(t)} t≥0 be a primitive sequence of order n over Z/(p e ), then 
where α i ∈ Ω e,n for i = {0, 1, 2, . . . , e − 1}. Let σ be the Frobenius map from GR(p e , n) to GR(p e , n) given by
As we know σ is the generator of the Galois group of GR(p e , n)/(Z/(p e )), which is a cyclic group of order n. The trace mapping Tr(·) :
with degree n, let ξ ∈ GR(p e , n) be a root of f (x). Then, for any primitive sequence a which is generated from f (x), there must exist a unique α ∈ R * e,n such that a(t) = Tr α · ξ t for t ≥ 0. As we know, the order of ξ is p e−1 (p n − 1). So ξ can be written as ξ = η(1 + pη 1 ), where η is a generator of Ω e,n and η 1 ∈ R * e,n . We denote
Assume the polynomial P (x) = x n − r is irreducible in Z/(p e ), and the poly-
is also the p-adic expansion. So the polynomials 
Similar to the trace mapping from
When n is relatively prime with p, the trace mapping Tr(ξ t ) :
2-Adic integer and arithmetic cross-correlation
In this subsection, we briefly review some basic facts about the 2-adic integer and recall the notion of the Arithmetic Cross-correlation.
Let binary sequence s = s(0), s(1), s (2) , s(3), . . . have least period T with preperiod t 0 , so that s(t + T ) = s(t) with t ≥ t 0 . If t 0 > 0 we denote the sequence s as an eventually periodic sequence, if t 0 = 0 we denote the sequence s as a strictly periodic sequence.
A 2-adic integer is a formal power series = ∞ t=0 s(t) · 2 t , with s(t) ∈ {0, 1}. The set Z 2 of the 2-adic integers forms a ring under the operations of addition and multiplication with carry. We denote the string 000 . . . as merely 0, and the string 100 . . . as 1. Besides, we must define that 1 + 2 + 2 2 + . . . = −1; that is, the infinite string 111 . . . is a base-2 expansion of a negative integer −1.
Specifically, addition of the 2-adic integers is given by
. . such that d 0 = 0, and for all t ≥ 0, we have
Similarly, the multiplication of the 2-adic integers is given by
. . such that d 0 = 0, and for all t ≥ 1, we have
It follows that Z 2 contains all the integers. Let q = 1 + q 1 2 + q 2 2 2 + . . . + q r 2 r be an odd integer, then the negative integer −q is associated to the product
In Z 2 , the formal power series −q has a unique (multiplicative) inverse
Thus the ring Z 2 contains every rational number
h q provided q is odd.
Proposition 2.3 [9]. There is a one-to-one correspondence between rational numbers = h q (where q is an odd number) and eventually periodic binary sequences s, which associates to each rational number and the bit sequence s = s(0), s(1), s(2), . . . of its 2-adic expansion. The sequence s is strictly periodic if and only if
In this correspondence, we use the operations in Z 2 to introduce the arithmetic cross-correlation. Recall that the ordinary cross-correlation with shift τ of two strictly sequences s 1 and s 2 of period T can be defined either as the sum
or as the number of zeros minus the number of ones in one period of the bitwise exclusive-or of s 1 and the τ shift of s 2 , where the τ shift of s 2 is denote as s
. . The arithmetic cross-correlation is the with-carry analog, and is given by the following definition. As in Definition 2.4, it is shown that the arithmetic cross-correlation of strictly periodic sequences s 1 and
, where 
Main results

Sequences
In this subsection, we describe the main definition and derive the distribution property of generalized Legendre sequences (GLS).
The construction of GLS is based on the primitive sequences a of order n over Z/(p e ), let a = {a(t)} t≥0 where a(t) ∈ Z/(p e ). We first classify the a(t), 
The generalized Legendre sequence s = {s(t)} t≥0 is a binary periodic sequence.
We give a notation of a power character χ l over Γ n . Let ξ be a root of a primitive polynomial f (x) of degree n over Z/(p e ) (n is relatively prime with p), and it is a generator in Γ n . For another element ζ ∈ Γ n , let ind(ζ) be the least non-negative integer k such that ξ k = ζ and β be a primitive fourth root of unity. We denote
As ξ is a generator of Γ n , ξ 
(a(t))(mod2).
Then the sequence s is the generalized Legendre sequence (GLS).
Next, we give the main result of this subsection. Proof. As p satisfies 4|p − 1 and 2 is the biggest even divisor of n , we have that n is an even number and is relatively prime with p. We denote
where C t = (c 1t , c 2t . . . , c n−1t ) is an n − 1 dimension vector over Z/(p e ) and X = (x, x 2 . . . , x n−1 ). Assume the p-adic expansion of ξ t is
Since ξ is a root of f (x) and satisfies ξ
The trace function can be represented as 1K , c 2K , . . . , c (n−1)K ), and consider the following cases.
Case
, so from Lemma 3.2 the t-th bit in sequence s is s(t) = χ l (n · c 0t )(mod 2). As n is relatively prime with p, s(t) can be written as
and the element ξ t+K in Γ n can be represented as
Thus c 0(t+2K) (modp) = 0, c 0(t+4K) (modp) = 0, and
Since n is an even number and x n − r is irreducible over Z/(p e ), then
From the above analysis and equation (2), (3), (4), we know that
That is
From the analysis of Case 1, it follows that a(t + 2K)(modp) = a(t + 4K)(mod p) = 0, that is
Since K is an odd number and β is a primitive fourth root of unity, we get
χ(a(t + 2K)) = −β t = −χ(a(t)), χ(a(t + 4K)) = β t = χ(a(t)).
Therefore, s(t) + s(t + 2K) = 1, s(t) = s(t + 4K).
So, from Case 1 and Case 2, we get that the arbitrary generalized Legendre sequence s has a period of length T = 4K = 2 · p e−1 · (
p−1 ) and the second half of the period T of s is the bitwise complement of the first half.
Corollary 3.4. Let d be positive integer which is relatively prime to the period of the generalized Legendre sequence s. Let s d be a d-fold decimation of s. Then, the second half of one period of s d is the complement of the first half.
Proof. From Theorem 3.3, the period of the sequence s is an even number, so the integer d must be an odd number and s d has a period of 4K. From Theorem 3.3, we know that the sequence s satisfies s(t) + s(t + 2K) = 1. Thus
We denote F s as the family which contains all d-fold decimation sequences of s, where d is relatively prime to the period of the sequence s. In the next subsection, we will give the arithmetic cross-correlation property of the sequences in F s .
Arithmetic cross-correlation
For any two sequences s 1 and s 2 in F s , Corollary 3.4 shows that the second half of one period is the first half and the sequences are strictly periodic. We first need two lemmas before proving the arithmetic cross-correlation of sequences in F s . Proof. Since the corresponding 2-adic integers of s 1 , s 2 satisfy 1 = − 2 , the sequence s 1 or s 2 is an eventually periodic sequence. Assume the sequence s 2 is an eventually periodic sequences with period T and pre-period t 0 .
Following the addition of the 2-adic integers, we get that
where t ≥ t 0 and s 3 (t) is the t−th bit of sequence s 3 which corresponds to 1 + 2 . Since 1 + 2 = 0, then s 3 (t) = 0, that is s 1 (t) + s 2 (t) = 2d t+1 − d t . Thus in a period of length T we have
Since s 1 , s 2 are nonzero sequences and from the properties of the addition of the 2-adic integers , we know that d t = 1 for all t ≥ t 0 . That is
Thus, in a period of length T , the number of ones in the sequence s 1 equals to the number of zeros in the sequence s 2 . Cases 2, if s 1 ( 
From Theorem 3.3, we know that T is an even integer. Then the sequence
From Lemma 3.5, we get that in a period of length 
In the proof of this subsection, the key point of the sequences with optimal arithmetic cross-correlation is the complement property. From Proposition 2.1, we find that the primitive sequences over Z/(p e ) modulo 2 also satisfy this property and the transformation is relatively simple. But the l-sequences which are the primitive sequences of order 1 over Z/(p e ) modulo 2 have low 2-adic complexity. However, experiments show that the 2-adic complexity of the GLS is larger and is approximated by the half of the least period. But we have not been able to prove a result about the 2-adic complexity of the GLS and the relationships between the primitive sequences and the GLS have proven extremely resistant to analysis.
From Theorem 3.7, we find that the sequences in F s have optimal arithmetic cross-correlation due to the balanced property of their subtraction sequence. Based on this point of view and the analysis in Lemma 3.5, we give a new approach to the study of the sequences with optimal arithmetic correlation. Because this construction has no direct relationship with the GLS, we just give a simple description in the following. Lemma 3.8. Let s 1 = {s 1 (t)} t≥0 , s 2 = {s 2 (t)} t≥0 be two binary strictly periodic sequences with a common period of length T and with corresponding 2-adic integers 1 , 2 . Then there must exist another two binary strictly periodic sequences s 3 = {s 3 (t)} t≥0 , s 4 = {s 4 (t)} t≥0 with the common period of length T and corresponding 2-adic integers 3 , 4 that satisfy
Proof. This is easy to derive from the operation of sequences in the 2-adic ring.
Let S 1 = (s 1 , s 3 ) = s 1 , s 3 , s 1 , s 3 . . ., S 2 = (s 2 , s 4 ) = s 2 , s 4 , s 2 , s 4 . . ., where 4 with s 1 (0) = s 3 (0) = 1 and s 2 (0) = s 4 (0) = 0 that satisfy Lemma 3.8. Then the arithmetic correlation of S 1 and S 2 is given as follows. 
Proof. The arithmetic correlation of sequences S 1 , S 2 is the number of zeros minus the number of ones in one period of length T of S 1 − S 2 . Since s 1 (0) = s 3 (0) = 1 and s 2 (0) = s 4 (0) = 0, we know that the sequence S 1 −S 2 is equal to the combined (s 1 − s 2 , s 3 − s 4 ), apart from two bits that are flipped. Thus, from the definition of arithmetic correlation, we have
In the analysis of Theorem 3.9, we find that sequences without the bitwise complement property also satisfy optimal arithmetic correlation. For instance, the sequences S 1 = (s 1 , s 3 ), where s 1 = 1, 0, 0, 1, 0, 1, 0, 0, . . ., s 3 = 1, 0, 0, 1, 0, 1, 1, 1, . . ., S 2 = (s 2 , s 4 ) ,where s 2 = 0, 1, 0, 0, 0, 1, 1, 1, . . ., s 4 =, 0, 1, 1, 0, 1, 1, 1, 0, . . ., do not have the second half of the period being the bitwise complement of the first half but their subtraction sequence in the 2-adic ring has the balanced property, so their arithmetic correlation is 0.
When two sequences s 1 , s 2 in F s are cyclically distinct, the arithmetic crosscorrelation of s 1 and s 2 is 0. When s 1 and s 2 are not cyclically distinct, their arithmetic cross-correlation equals to the period T . In the next subsection, we consider the cyclically distinct properties of class F s .
Distinctness
In this subsection, we restrict p > 7 to prove the cyclically distinct property of the sequences with optimal arithmetic correlation in a subset of F s . Before showing the main result (Thm. 4), we first list some necessary lemmas.
Lemma 3.10 [5] . Let p be an odd prime and e ≥ 2. Suppose f (x) and g(x) are two different primitive polynomials of degree n over Z/(p e ) satisfying f (x)(modp) = g(x)( mod p). Then for any two linear recurring sequences u, v over Z/(p e ) respectively generated by f (x) and g(x), we have u(modp) and v(modp) are cyclically distinct.
Lemma 3.11 [5] . 
p−1 , and a 1 , a 2 are the S-fold sequences of a 1 , a 2 . Then we can denote
So the sequences a 1 and a 2 have the least period of length p n −1. From Lemma 3.11, we know that the sequences a 1 ( mod p), a 2 ( mod p) are the m-sequences over Z/(p) of degree n. Next, we assume a 1 (modp) = a 2 (modp).
Let s 1 and s 2 be two sequences in L s generated by the sequences a 1 and a 2 respectively. Assume s 1 , s 2 are the S-fold sequences of s 1 , s 2 . From Theorem 3.3, we know that sequences s 1 , s 2 have period of length
Next, we consider a string of length T =
in the sequence a 1 · a 2 , where T = P 0 + P 1 + P −1 , and P 0 is the number of t satisfying a 1 (t) · a 2 (t)(modp) = 0 in this string, P 1 is the number of t satisfying χ l (a 1 (t) · a 2 (t)(modp e )) = 1 and P −1 is the number of t satisfying χ l (a 1 (t) · a 2 (t)(modp e )) = −1. Since a 1 (modp), a 2 (modp) are the m-sequences over Z/(p) of degree n, from the property of the m-sequence, we know that the number of a 1 (t)(modp) = 0 and a 2 (t)(modp) = 0 is p n−1 − 1. So the number of a 1 (t) · a 2 (t)(modp) = 0 in a period of length p n −1 of sequence a 1 ·a 2 is at most 2·(p n−1 −1). So in the sequence a 1 · a 2 , we can assume that the first
length of this sequence satisfy 
p−1 , and the correlation of the Legendre sequences generated by a 1 , a 2 is no more than 2 · (p n−1 − 1). So the integer P 1 is at most
so there must exist an integer t in the first string of length T of sequence
where a 1 (t) · a 2 (t)(modp) = 0.
As χ l (a 1 (t) · a 2 (t)(modp e )) = χ l (a 1 (t))(modp e ) · χ l (a 2 (t))(modp e ), we have
Then we arrive at s 1 = s 2 . Proof. Since a 1 and a 2 are two different sequences in F a and their primitive generator polynomials f (x) and g(x) satisfy f (x)(modp) = g(x)(modp). Then from Lemma 3.10, the sequences a 1 (modp) and a 2 (modp) are cyclically distinct. Assume a 1 , a 2 are the S-fold sequences of a 1 , a 2 , where S = p e−1 . From Lemma 3.11, we know that the sequences a 1 (modp), a 2 (modp) are m-sequences over Z/(p) of degree n and are the S-fold decimation of sequences a 1 (modp), a 2 (modp). So a 1 (modp) and a 2 (modp) are cyclically distinct. For all τ ≥ 0, we have a 1 (modp) = a 2 (τ )(modp), where a 2 (τ )(modp) is the τ -shift of sequence a 2 (modp).
Assume s 1 = {s 1 (t 0 + S · t)} t≥0 , s 2 (τ ) = {s 2 (t 0 + τ + S · t)} t≥0 are the S-fold sequences of the generalized Legendre sequences s 1 , s 2 (τ ) as generated by a 1 , a 2 (τ ). So there must exist an integer t 1 satisfying s 1 (t 0 + S · t 1 ) = s 2 (t 0 + S · t 1 + τ ). So for all τ ≥ 0, there must exist an integer t = t 0 + S · t 1 satisfying s 1 (t) = s 2 (t + τ ). We use these properties to give a simple ID-based remote mutual authentication in a multiuser environment. A brief description about this crypto-system is given in the following.
This scheme has two roles: one is to mutually authenticate the users {U 1 , U 2 , . . . , U N } and a remote server A, and the second is to generate the secret key between them.
• System initializing phase:
Step 1. The server A random selects the integer pair (p, n), and integers e 1 , e 2 , . . ., e N , where p > 7 is an odd large prime satisfying 4|(p − 1) and 2 is the biggest even factor of n. Step 2. The server A uses the pairs (p, n, e i ), i = 1, 2, . . . N, to generate the integers d i , where the p ei -adic representation of d i can correspond to a primitive polynomial f i of degree n over Z/(p ei ) and satisfy f i (modp) = f j (modp), i = j.
Step 3. The server A keeps the key set P = {d i , p, e i , n} secret.
• User registration phase:
Step 1. The user U i chooses his identity and submits it to the server A with some personal secret information through a secure channel.
Step 2. The server A checks the identity of the user U i and uses each public key E i , i = 1, 2, . . . , N − 1, to send E i (d i , p, e i , n) to each user.
• Mutual authentication with key session agreement phase
Step This ID-based remote mutual authentication crypto-system is just a simple example to analyze the distinct properties of the GLS and only proposes a new method for signature verifying by using arithmetic cross-correlation. The advantage over comparable traditional schemes of this system is due to the different definitions and purpose of the public keys in the user registration phase, which result in the various relative merits. But compared to other sequence schemes, the large size of the GLS increases the space complexity of the key set. We hope the applications of the arithmetic cross-correlation to communication and password encryption may find some use in future.
Conclusion
In this article, a new class of sequences called generalized Legendre sequences is introduced. Moreover, the arithmetic cross-correlation property and the distinctness of their decimation are shown. Remaining open problems include to determine period of these sequences, and to classify the sequences with respect to distinctness. Furthermore, although our experiments found that the 2-adic complexity of these sequences approximated by half of the least period, but we have not prove this.
